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Coppersmith’s Method
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 OKOf 1 < NeB}H?
c =mf(modN) & c = m¢€
» L0 kA, sli7F S0 ALt f(x) = 0(mod N) & F= A= &
£ 2B TN f(x) = 08 T 2Tt 2L,
o

f(x) = 0(mod N)EL} &N £Ct!







24 2|

* f(x) = 0(mod a)2| 2|0|=, slf x0if Choll f(x) = ak & 2t=ot= k7t

ZASC= 5

* B} | (xy)| < a7 —
f(xo) = 0(mod a) 02421 £(x,) = 0 0|10 &1

» O/Z= OfEH |xo| < X Ef= Z2f FOIA £ X2



Notations

* f(x) = X a;x (a; € Z) Q1 LHE CFA] £(x) 7t UCEL SEAL,

J
ZtZto| 00| Ot Al$E 712 & (a;x! with a; # 0)-2 monomialo|
2} St}

| N

L

Ol

 a;= A== (coefficient) 2t

b

- 19| At%=(degree) = max{i|a; + 0}2. 2 ZO|SIC,



Notations

» fOl 27t i If a; £ 12| leading coefficient2t1l 5HH, leading
coefficient7t 1€l f& monicO|2}LL ot}

O] A|l+=== vector= LIEHH A= coefficient vector2til StCf.

ag, Ay, 0y, ... |

O] norm= coefficient vector?| Euclidean(L2) normS.& Ao|st

CL 2, |If(0)]|? = X;a? 2 ZOI5tCt,



Howgrave-Graham Theorem

f ()= n/e| = 7IA| = K4 CFetA] 0|21 41 AL,
@ f(xp) = 0 (mod a) where |x,| < X
@ [If (X <=

ol £2H= Trsar M, d4 4= Z fI0IA] £ (xo) = 0 O|C.



Howgrave-Graham Theorem

Cauchy-Schwarz Inequat|on (

(Dav) (2 )(Zb)

Lemma 1) X;lc;| Xt < Vnl|f (xX)]|
Cauchy-Schwarz Inequation0l| [2tA], a; = |¢;| XY, b; = 12 X 9|5}

”:' (2 Jelx" ) < (2. (cx)’) (. 1) = 1FGel-m

Yilcil Xt ik | f (xX)||, n REF Y4=0| 22 FESHCL,



https://namu.wiki/w/%EC%BD%94%EC%8B%9C-%EC%8A%88%EB%B0%94%EB%A5%B4%EC%B8%A0 %EB%B6%80%EB%93%B1%EC%8B%9D

Howgrave-Graham Theorem

Proof)
|f (xo)| = 2 Cle = 2‘C1x0|
Z|cl|Xl < AlF I < a (- Lemma 1,®)

|, f(xp) =0 (mod a) O|BE 2 f(xy)= al| Bjs=0C{Of otLC},
dHEE f(xy) = 00] ESILCY.



How Coppersmith’s method works

1. 20 A2 Al f,(x) = 0(mod b) 7} QULCE.
b7t QIR | = B ER|T NO| frif= AFA = 11 QUL
.

3t £, (x) = 0(mod b) &= 2 32! [x| < X5 2T UCHs A

2. LLL Algorithm= S5liA| f, (x) = 0(mod b)E Hetsll Howgrave-
Graham Theorem| 23 TF=E6t= f(x) = 0(mod b™) 2 Het
ot}




How Coppersmith’s method works

3. F0{Zl f(x) = 0(mod b™)= Howgrave-Graham Theorem2| &
U= =St &, f(x) = 0(mod b™) 2| A= ol x, 01| CHishA],
f(xy) = 0 over Z7} A&t}

4. OH| xo@ F517| QA f(x) = 08 B ECt,



fp(x) = 0(mod b)
-

LLL Algorithm
-

f(x) = 0(mod b™)
-

-
flx) =0



Lattices

* V1,Vy, .., Uy € Z™ (n < m) = AME linearly independent
e {v1, vy, ..., vy} Ol CISHA span E|= Lattice L2

L={velZ™v =) av; witha; €Z}
« O| I} B = {vq, vy, ..., vy )= L2| Basist}1l StCf.

e n=m9< I, S LatticeZ full rank2+L StC}.

« Lattice LO| full rank¥ B2, det(L) = Zt row?} vy, vy, ...,

matrix2| determinantO|LC}.

1,2l (n X n)-



Lattice Examples

X Xx—m X X :
0,0) (1,0) (0,0)

X
(b) Another basis of 72

(0,0) (2,0) (0,0)

X
(c) Not a basis of 7.2 (d) Not a full-rank lattice

Figure 2: Some lattice bases

det(L) = det(l(l) i ) =1



Lattice

« of Lattice0|| CHoH M= CH¥ot basis7t £Aler 4+~ U=

GIAl) B, = {(0,1), (1,00} B, = {(1,1), (2,1)}

» 7% Basiss SH|M 2} vector?
7t QA L=77? O] 2AH 1&4 46
— LLL-algorithm!

sizeZ} 22 basis

A|?

(0,1)

X

(0,0) (1,0)




LLL-Algorithm

L*-algorithms Of2li2| 4 &S 2t=5t= reduced lattice basis

——
(v1,V3, ..., U} = B2 entry=2] bit size@t n0l| CHSH CFE A|ZF OR0Y| 2

A
2 4= QILC}.

n(n—-1) 1
||v; || < 24(—i+1) det(L)n—i+1




LLL Algorithm

n(n—-1) 1
v;]| < 23—T+D det(L)n=1+1

* v,2| normO| 7} 441, 1 g2
n—1

1
[lv{]| <2 4 det(L)n

L Algorithms ${2| A= PF=ot= Lattice 2| vector vE

L
= 2AE|SC R = 4 ULt

—|I_
b
_'l

(<)




OIEA| 22417

» 22|7} &5t= A: LLL Algorithm= S3liA f;,(x) = 0(mod b)E tH2t
ol Howgrave-Graham Theorem?| 2712 TtE5H= f(x) =
0(mod b™) &2 H=ISICY

» Howgrave-Graham Theorem@| ZZ17: [|f (xX)]]| < —

+ f(x) = 0(mod b¥)Ol| LHBHAE, |1f (X)I| < =2t & 4 US.

» mod bQ! 4= mod b™ 2 2fof| 2= 2fsfoll= T4



LLL Algorithm to Coppersmith Method

« ZENN A2 Al £ (x) = 0(mod b) 7} QUL

b7t Ot 2R = REX|TH, NO| fpEf= Atai2 2l RUALY

LSk, f(x) = 0(mod b) = &= ol [xo| < X& 21 U= Arads
0]

gii(x) = N™ixJfi(x) fori =0,..,m—1



LLL Algorithm to Coppersmith Method

* LSt 22 g, j ()& A2l 2 A,

gij(x) = Ny fi(x) fori = 0,..,m — 1
* fp(x0) = 0(mod b)2! x,0fl CHaH, g; ;(x¢) = 0(mod b™) O] HEISHCY.
» 12|11 g; ;2| integer linear combination f& 25l 2 A}.

f(X) — zai’jgi’j(X),ai,j € 7

L,J
* f(xo) = 0(mod b™) O| A E|olL}.



LLL Algorithm to Coppersmith Method

- L5t €2 g, (x) S A4 24}

gij(x) = Ny fi(x) fori = 0,..,m — 1
* fp(x0) = 0(mod b)2! x,0fl CHaH, g; ;(x¢) = 0(mod b™) O] HEISHCY.
- 12|11 g; ;9| integer linear combination f& 4 Ztol| 24}

f(X) — zai,jgi,j(x),ai’j € Z
L,J .
+ f(x,) = 0(mod b™) O] AZIBIC}. Lattice? ??



Coppersmith’s Method

Ol CHiek CFeh AlZF QHol| o1 o~ QUL



Proof to Coppersmith’s Method

gi;(x) = N™ IxJ il (x)
* () AT 6Q M, i =0,....m—11}j =0,..,6 — 10 C{{ol{ A{
g;: 1 (xX) 9| coefficient vectorE2 T LatticeE MZotAL (n =
om)



Proof to Coppersmith’s Method

g j(x) = N™ixJ fil(x)
* ) A7t sY M, i = 0,...,m— 13 =0, ..,
g; 1 (xX) 29| coefficient vectorE2 B LatticeE A
om)

A
§-i+]
g(xX)2] Leadlng Coefficient:
N™L. X Ot

— 1 0f] CHoHA]
2tSHAL (n =



Proof to Coppersmith’s Method




Proof to Coppersmith’s Method

« 2IZIRHE 0| determinant= CHZHM A0 U= dh=2| =2t 2Lt

- 22|7t H}2h= Z42 LLL AlgorithmQ 2 2 E L2 v0j| CHsH
n—1 1 NFm  pm
V]| £2 4 det(L)n < — < —

vn — +/n



Proof to Coppersmith’s Method

« N2 AUHIAMO 2 | atticel| order nELCH O B2, C}21} ZH0| A}
O

& 4 QlCt.

n—1 1 NAm
274 det(L)n < — & det(L) < NFmn
Vn

e BA| g_151(x) FIZ SmA} O|Ak0| CFEHAIS 7|4 BHLIA 0|0 201M

=
det(L) S HTHH Q2 NF™™ HLHI 24| & = JUR| 42712



Proof to Coppersmith’s Method

det(L) < NFMn

* SN gm—15-1(x) FIZ dmA} O| 2| CiatAlS A\ oL 0|0 20 A
det(L) 2 ATHZ O Z NAmn HL} O 21| & 4= UR| E277F?

» CietAlS oLt =71 I nO| StLt SO{LIEE, E

_?_
det(L)0] 7|2|= 30| NFm EICHRICHH, 20! HEFS Z Z10|CH




Proof to Coppersmith’s Method

A
( )—Nm_l ] l( ) XolL(SC.ll-I_é: ffici .
9gij\X) = X fb X g(xX)2| Lea Ing(sfje icient:
N xot

o« f,(0)Q| A7 SY MY, i =0,....m—13}j=0,...,8 — 1 0f| CH3HA]
g; 1 (xX) 9| coefficient vectors1,
hi(x) = x' " (x)
« O A+ t7F AN i = 0, ..., t — 1 0| CHSHA] h; (xX) 2| coefficient

vector=& 0l= LatticeES AMZH6HAE (n = 6m + t)




Proof to Coppersmith’s Method

Ab:
. . . O -1 _|_j
gii(x) = N™"'xd fy (x) 9(xx)2| Leading Coefficient:
’ Nm—i . X6i+j
e f, () ALTFSY MY, i =0,....m—13tj =0, ..., — 1 0| CHGHA
g; 1 (xX) 9| coefficient vectors1, o
o6 -m+i
hi (X) — xlfbm (X) h(xX)2| Lea}c(jé?n%iCoefﬂuent:

« 088 A= t7FQ0]i =0, ...,t — 1 0| CHolA] h; (xX)2| coefficient

vector== Bt= LatticeES MZSHAL (n = 6m + t)




Proof to Coppersmith’s Method




Proof to Coppersmith’s Method

o| wuf ZLt.

in

o AZISHE O determinant= CHZHAM AMQj| Q= 3t

det(L) — (1_[ Nm—i . X5i+j> (1_[ X5m+i — N%Sm(m+1)X—n(n 1)
l

L,J
- hy(0)7} det(1)E X°kE 52|17 QU7 22l 0| £7HEB0| N
Ch 27 |B Rtk 5

Xttt <pm



Proof of Coppersmith’s Method

2

— = ——6 Zq o .82 7.8
* Coppersmith= X = Na 2 A0, mSm = max{se 5}E'='

QL.

* HAM hi(x)E RE0[7| flet 2A X"t < p™EF ZIN5HH,

4
B e B2
xn-1 < N(5 E)(n 1) < N3"

0|2, b > NFO|B2 n = -mO2 YO "1 < hmZ UHZ

ol

[T},



Proof of Coppersmith’s Method

en=2mo0|T, m = max{ﬁ2 7’8}0|E'En—max{’[: }O“:f.

I e’ &
« OtA O|OF7|3HE | attice?| Basis B2

H (§+m)logN < (6§ +n)log NO|

entry=2|

nit sizeE MZGlE

bound=ILC}.

« Z 2|7t 0= Latticed]| CH3H LLL Algorithm2] 4

log N, 5,2 CHat AlZtojl SRSt

Q A2



Proof of Coppersmith’s Method

* QA det(L) O] N2+ (D i 218 a3,

s

. 937 HIEHS 7S 275 det(L)n < FOIEf

« 0| & XAl HE|olH,
om(m+1) n-1 n-1 1
N 2n X 2 <2 4 n 2NBPm™

1 1 2pm Sdm(m+1)
X <2 2n n-1Nn-1 n(n-1)




Proof of Coppersmith’s Method

+ @M n = max{E, 7} 0= HUUCE Zn > 79IH|, 0| L
1 logn 1

n n-1=2 n-1>2 2

7

rOII

Tt

*

A2
<5|.=|
o« =
—1)

2m dSm(m+1)
X < ENn_l_ n(n—-1)

o
rg
OfN
HI
_O,E
_lTI_



Proof of Coppersmith’s Method

B?_
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X =N
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Proof of Coppersmith’s Method

- 0| = &elstE,

rR2 ) _
+m = max{t-,"Floja2 2742 BHESICE &, LLL algorithmO| Tt

= vOi| ek ddet Chd 4 f (x)= f(xo) = 0 = 2=l




Coppersmith’s method in the univariate case
INPUT: - Polynomial fi(z) of degree 4.

Modulus N of unknown factorization which is a multiple of b and a
lower bound b = N#

Step 1: Choose the smallest integer m such that m > max

Compute t = |dm(5 — 1)].

Compute the polynomials

Nt f™ig) for i=0,....,m—1, j=0,....6—1and
' f™(x) for i=0...1—1.

Step 2: Compute the bound X = [N7T7¢|. Construct the lattice basis B, where
the basis vectors of B are the coefficient vectors of g; ;(2X) and h;(2X).

Step 3: Apply the L3-algorithm to the lattice bases B. Let v be the shortest vee-
tor in the L*-reduced bases. The vector v is the coefficient vector of some
polynomial f(xzX). Construct f(z) from v.

Step 4: Find the set I of all roots of f(x) over the integers. For every root x5 € R

check whether ged(V, fy(zp)) = N”. If this condition is not satisfied then
remove rg from K.

IU UTPUT: Set R, where xp € R whenever fy(zg) = 0 mod b for an |zg| < X. /




SageOf|A] AlE5t7]

» Univariate case 0| CHsj A= small_roots function@ 2 A9o|E|0{Q)

o

I
def small roots(self, X=None, beta=1.0, epsilon=None, **kwds):

» S017tM 71 ST EV|


https://github.com/sagemath/sage/blob/e8633b09919542a65e7e990c8369fee30c7edefd/src/sage/rings/polynomial/polynomial_modn_dense_ntl.pyx#L400

Sage0jlA AME317]

=21 =0/ U5

 UH0IE B2IE T2 SIALE YT FES HE57| 2 A0|EY

| _—

° j_E-lL_-...


http://inaz2.hatenablog.com/entry/2016/01/20/022936

AL FAIE

p = 0x00123799c031b942026e4207...
g = 0x00c9d24330fa4945cfelebd6..
n = p*q

e =3

beta = 0.5

epsilon = beta”2/7

pbits = p.nbits()

kbits = floor(n.nbits()*(beta”2-epsilon))

pbar = p & (2"pbits-2~kbits)

print "upper %d bits (of %d bits) is given" % (pbits-
kbits, pbits)

PR.<x> = PolynomialRing(Zmod(n))

f = x + pbar

print p
x0 = f.small roots(X=2~kbits, beta=0.3)[0]

print x0 + pbar



AL FAIE

kbits= &t o] ZA: A -y
B =0.5e=R2)7 n b
- ST IEE=p > g0|7| =0
p = Nﬁ7f*f3' ’ Zzzilzneésbetauﬁ
« OFOFp < qElH 021 pbits = p.nbits()

L=HO =7 kbits = floor(n.nbits()*(beta”2-epsilon))
’ Sma”—rOOtSO‘” S - _'_'—-I pbar = p & (2”°pbits-2~kbits)

J rint "upper %d bits (of %d bits) is given" % (pbits-
X = 2kbltS ,B — 03 Ebits, pEEts) ( ) g (p
o CCHA| 2l kbitsE 8= [ Q] PR.<x> = PolynomialRing(Zmod(n))
17-|J_|.|_'_|.E 'BE Lc_:>ll_7|'7 f = x + pbar
print p
Sage01|k| 9| 7|18 42 B x0 = f.small_roots(X=2"kbits, beta=0.3)[0]

8
print x0 + pbar



84§ 3c

| -

p = 0x00123799c031b942026e4207...
g = 0x00c9d24330fa4945cfelebd6..
n = p*q

e =3

beta = 0.4

epsilon = beta”2/7

pbits = p.nbits()

kbits = floor(n.nbits()*(beta”2-epsilon))

pbar = p & (2"pbits-2~kbits)

print "upper %d bits (of %d bits) is given" % (pbits-
kbits, pbits)

PR.<x> = PolynomialRing(Zmod(n))

f = x + pbar

print p
x0 = f.small roots(beta=beta, epsilon=epsilon)[0]
print x0 + pbar



SagediiM AL mj 0|

« 20k CTF solver ZES0| small_rootsQ| QIAIZ X& pE A1 Qe

M
» 5fA|2F O2{™ small_roots7| 0| L2} YO e 2 d2 F02H, X7t
2

B
“Ns ¢ RCHE 2 227t sI0H

« X7F B9012| o5t pZHS TS| mj2{8t= Z40] OtL2},
EZ
X = LNTC o mfat st 59t e Wi 20| £8H 02 BRA Y

o Lfﬂ— solvers 0tE = 2|22



M=o

X+Dp

+ p2| 59/ HE HZ LT Y= A
25x +p =
- m| A H|E mS 21 Y= HL:
(x+m)¢ —c
- m2| 519 H|E A|O|AL p & SUS



71230l s

« dO|JIQ| IH|E dE 211 Y= P2

ed=k(N-p—qg+1)+1

N

ek <eO|BE, k=0..e0 CHoH A =3|5HHA]
kp? + (ed — kN —k — 1)p + kN = 0(mod 2%)

* 2 Z0{ p mod 2'E &



kp?® + (ecz — kN — k — 1)p + kN = 0(mod 2%)

_ for k in xrange(l, e+1):
+ 2 E0{ p mod 2'Z 718

results = solve mod([e*d@*X - k*X*(n-X+1) + k*n == X], 2°kbits)
- 0| I, Sage?| solve_mode= L& £ 2. (B2 20IA ArE)
p mod 2'2| FHE J5HH, SHE U0j| 0 L= 12 201 Al0j| CHIH A

25HeR| 2RI8H p mod 2118 7 4 U3, 0[2 MO 2 jterativedt
Al p mod 2EE{ A2l p mod 212 & 4 QLS.
o o

I -
* 0| O| == p2f IR HIE p& €1 U= BRA .




TWCTF 2019 - Happy!

JIPEE

7 A2 9

)
+ 2H|0IM FO11 2 N = pg? e, 12|11 ¢ = p~! mod g2

* ¢;/p — 1 = 0 (mod ¢*) O|L| O] & Coppersmith’s method0| ‘21 pE 15}

- o = A OlO©
= gd=olE T US.

p2t q2| SUSHAl 765H|E 2 F0{21 E4|0|7| I{-Z0

log g*
Nﬁ < qz — N logN

rol

HF

logq” _ 2logq 2764 ¢ 657952069716776
logN ~ logN ~765-3




TWCTF 2019 - Happy!

B =0.6622 M5, e2 Sage 7|2 MO Z F0 x| 37|5 Lof]

HH
1 .82 0.662(1—1)— 1

X = ENT_E =N 1 8/ logz N ~ (.3807142701525055

- p= GAHT| X HQ| o0l S0
« small_roots(beta=0.65) & AlSi5IH SHHS| LIFOF St
« 712G| Solver=?

* A|Z O[=HA| ZAt


https://gist.github.com/elliptic-shiho/3ea53bc0829bd1fb37236cb35e73d532

[H2 02 BHH & 27

: Boneh Durfee Attack (d < N92°?)

« ebmoonl| EE2IE QO0H X O E20| EH &7

» 71 2|9] Bivariate case0]| Lol M= 1 2IsHE 4= QU=
- I LIO}7tM Alexander May2| 2= {24 HA.

» Nadia Henln%erol PPTO|= Cop ith method 2 &4 755t
S E S Z0| LI 21218 ATNo 2


https://github.com/mimoo/RSA-and-LLL-attacks
https://eyebrowmoon.github.io/hacking/crypto/rsa/2019/05/23/RSA_Attack_Using_LLL.html
https://www.math.uni-frankfurt.de/~dmst/teaching/WS2015/Vorlesung/Alex.May.pdf
https://www.kangacrypt.info/files/NH.pdf

41 23

« APA AEHU 2 Ha|5}7| AL

« Alexander May May (2003), New RSA Vulnerabilities Using
Lattice Reduction Methods,


https://www.math.uni-frankfurt.de/~dmst/teaching/WS2015/Vorlesung/Alex.May.pdf
https://github.com/sagemath/sage/blob/e8633b09919542a65e7e990c8369fee30c7edefd/src/sage/rings/polynomial/polynomial_modn_dense_ntl.pyx
http://inaz2.hatenablog.com/entry/2016/01/20/022936

END



